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1 Acatalog NTFS Directory Permissions

The NTFS permissions on the acatalog directory should be set via Windows Explorer and
right clicking on the acatalog directory and selecting Properties from the popup menu:

BX Exploring - C:\Inetpub\wwwroot\Cataloghacatalog

J File Edit “iew Go Favoites Tools Help
e 4 ‘ ) ‘ _
Back Fanyard Up Cut Copy Paste Undo Delete  Properties Wiews
J Address ID C:Mnetpubbweeroot\ Cataloghacatalog j
Folders * || Mame | Sizel Tupe | Modified ;I
D M ailroat ;I ADDD4.cat 2KB  Security Catalog 160701 10:56
-0 soripts [Z] Act_CustornerE mail tst 2KB Text Documnent 1640701 10:57
E|C:| oot ActinicShipping.fiI 21KE FIL File 16/07/01 10:56
- _piivate Backup.rum KB NUM File 22/08/01 1314
{0 _ti_bin bin. gif 9KB  Paint Shop Pro 7 Im..  16/07/01 10:57
-0 _vti_enf &] bounce himl KB HTML Document 16/07/01 10:57
g _V:i_'ogt % cart].gif KB PaintShopPro 7 Im..  16/07/01 10:57
Y !—DV cart2. gif KB Paint Shop Pro 7 lm...  16/07/01 10:57
-0 vt 8 car.gif SKB PairtShop Pro7im..  16/07/01 10:57
20 Catalog computer_consumables. gif BKEB PaintShopPro7Im..  16/07/01 10:57
gﬁugxplme hitriil 5B HTML Document 1640701 10:57
3 caib Open hitriil 2KB HTML Document 1640701 10:57
23 cgibin Browse 'With Paint Shop Pro 7 il 1KE  FIL File 16/07/01 10:56
-0 Daemon  Eind.. hif 8B  Paint Shop Pro 7 Im..  16/07/01 10:57 |
-2 Host Scan for Viuses KB Paint Shop Pro 7 Im.. 16/07/01 10:57
{17 images EB&dd to Zip EKB  Paint Shop Pro 7 Im..  16/07/01 10:57
F-3 Portall  858Add to acatalog.zip OKE  FIL File 16/07/01 10:57
-] leehost404 E8Zip and E-Mail acatalog.zip OKE  FIL File 16/07/01 10:57
-3 Multimedia Files 7 OB FIL File 16/07/01 10:57
=3 mysql hony aif KB Pairt Shop Pro7lm..  16/07/01 10:57
-3 OldPer Send To » EKB  Paint Shop Pro 7 Im..  16/07/01 10:57
-1 opera 24KB  WirZip File 16/07/01 1056
-3 Per o SIKB  WirZip Fils 1B/07,/01 1058
-0 Portal2 Loy KB ERR File 22/08/01 1314
[?:% :';fy'z:‘;d':"es Create Shortcut 18KB HTML Document 16/07/01 10:57
(] Recyeler Delete 2KB Pa!nt Shop Pro 7 Im... 1640701 10:57
- Shops Rename 2KB Palnt.Shop Pro 7 lm.. 1640701 10:57
E-E3 Temp 1KB FIL. File 16/07/01 10:57
[ Windows Updat : 1EB Pa!nt Shop Pro 7 Im... 1640701 10:57
[]__g - E logol. gif KB Paint Shop Pro 7 lm...  16/07/01 10:57
g Data D) E maill. gif 2KB  Paint Shop Pro 7 lm...  16/07/01 10:57
E-a= (E) E mail2. gif 3KE  Paint Shop Pro 7 lm..  16/07/01 10:57
52 cf on ‘portalapache’ (G:) nigzet00.fil 4KB  FIL File 16/07/01 10:57 d
|85 object(s) |491KB [Disk free space: 361MB) My Computer o
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Next, select the Security tab and click on the Permissions button:

acatalog Properties E 1

Generall Wieh Sharing! Sharing  Sectrity |

— Permizsions

_ Wiew ar zet permizzion information on the
) zelected item(z].

. Wiew ar et auditing information on the
I zelected item(s).

Auditing |

Wiew or take ownerzhip of the zelected
item|z].

Dwnerzhip |

k. Cancel e 1 |
Double click on the ITUSR_hostname User:
Directory Permizsions 1

Dijrectany: C:hlnetpubsasaroots Cataloghacatalog
Dwner: Administrators
[" Beplace Permiszion: on Subdirectaries
¥ Feplace Pemissions on E sisting Files
M arme;

i# Adrninistrators Full Control [ [l

R SYSTEM

Full Contral (2] (211

Change [FwD] [Fw<D]
Full Contral (1] (11

Type of Access: IEhange

Add...

Cancel |

Don |

Remove l
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Set the permissions as follows:

Special Directory Access

|:_Q_ |:!

r
r

Read, Write, Execute and Delete. Click OK to accept.
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2 CGI-BIN NTFS Directory Permissions

The NTFS permissions on the cgi-bin directory should be set via Windows Explorer and right

clicking on the cgi-bin directory and selecting Properties from the popup menu:

BX Exploring - C:\Inetpub\wwwroot\Cataloghacatalog

J File Edit “iew Go Favoites Tools Help
e 4 ‘ ) ‘ _
Back Fanyard Up Cut Copy Paste Undo Delete  Properties Wiews
J Address ID C:Mnetpubbweeroot\ Cataloghacatalog j
Folders * || Mame | Sizel Tupe | Modified ;I
D M ailroat ;I ADDD4.cat 2KB  Security Catalog 160701 10:56
-0 soripts [Z] Act_CustornerE mail tst 2KB Text Documnent 1640701 10:57
E|C:| oot ActinicShipping.fiI 21KE FIL File 16/07/01 10:56
- _piivate Backup.rum KB NUM File 22/08/01 1314
{0 _ti_bin bin. gif 9KB  Paint Shop Pro 7 Im..  16/07/01 10:57
-0 _vti_enf &] bounce himl KB HTML Document 16/07/01 10:57
g _V:i_'ogt % cart].gif KB PaintShopPro 7 Im..  16/07/01 10:57
Y !—DV cart2. gif KB Paint Shop Pro 7 lm...  16/07/01 10:57
-0 vt 8 car.gif SKB PairtShop Pro7im..  16/07/01 10:57
20 Catalog computer_consumables. gif BKEB PaintShopPro7Im..  16/07/01 10:57
gﬁugxplme hitriil 5B HTML Document 1640701 10:57
3 caib Open hitriil 2KB HTML Document 1640701 10:57
23 cgibin Browse 'With Paint Shop Pro 7 il 1KE  FIL File 16/07/01 10:56
-0 Daemon  Eind.. hif 8B  Paint Shop Pro 7 Im..  16/07/01 10:57 |
-2 Host Scan for Viuses KB Paint Shop Pro 7 Im.. 16/07/01 10:57
{17 images EB&dd to Zip EKB  Paint Shop Pro 7 Im..  16/07/01 10:57
F-3 Portall  858Add to acatalog.zip OKE  FIL File 16/07/01 10:57
-] leehost404 E8Zip and E-Mail acatalog.zip OKE  FIL File 16/07/01 10:57
-3 Multimedia Files 7 OB FIL File 16/07/01 10:57
=3 mysql hony aif KB Pairt Shop Pro7lm..  16/07/01 10:57
-3 OldPer Send To » EKB  Paint Shop Pro 7 Im..  16/07/01 10:57
-1 opera 24KB  WirZip File 16/07/01 1056
-3 Per o SIKB  WirZip Fils 1B/07,/01 1058
-0 Portal2 Loy KB ERR File 22/08/01 1314
[?:% :';fy'z:‘;d':"es Create Shortcut 18KB HTML Document 16/07/01 10:57
(] Recyeler Delete 2KB Pa!nt Shop Pro 7 Im... 1640701 10:57
- Shops Rename 2KB Palnt.Shop Pro 7 lm.. 1640701 10:57
E-E3 Temp 1KB FIL. File 16/07/01 10:57
[ Windows Updat : 1EB Pa!nt Shop Pro 7 Im... 1640701 10:57
[]__g - E logol. gif KB Paint Shop Pro 7 lm...  16/07/01 10:57
g Data D) E maill. gif 2KB  Paint Shop Pro 7 lm...  16/07/01 10:57
E-a= (E) E mail2. gif 3KE  Paint Shop Pro 7 lm..  16/07/01 10:57
52 cf on ‘portalapache’ (G:) nigzet00.fil 4KB  FIL File 16/07/01 10:57 d
|85 object(s) |491KB [Disk free space: 361MB) My Computer o
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Next, select the Security tab and click on the Permissions button:

acatalog Properties E 1

Generall Wieh Sharing! Sharing  Sectrity |

— Permizsions

_ Wiew ar zet permizzion information on the
) zelected item(z].

. Wiew ar et auditing information on the
I zelected item(s).

Auditing |

Wiew or take ownerzhip of the zelected
item|z].

Dwnerzhip |

k. Cancel e 1 |

Double click on the ITUSR_hostname User:

Directory Permizsions

Dijrectany: C:AlnetpubsanaarootsCataloghoagi-bin

Dwner: Administrators
[ Beplace Permiszion: on Subdirectaries

¥ Feplace Pemissions on E sisting Files

M arne;

¥ Administrators Full Cantrol (201 (&)

CREATOR OWHER Full Contral (&) (411

IUSE_ACTIMICTIO0 (Internet Guest Account] S pecial Access [Fx] (R

Server Operatorz
SYSTEM

Change [FwD] [Fw<D]
Full Contral (1] (11

Type of Access: IFuII Cortral

Cancel | Add. |

Remove l Help |

Actinic Software Limited



Actinic Catalog v4.0

Set the permissions as follows:

Special Directory Access

) )

r
r
r
r

Read and Execute. Click OK to accept.
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3 Acatalog IIS Permissions
In the IIS MMC select the web site and right click and select Properties:

i Microsoft Management Console - [iis. msc:3 - Console Root\Internet Information Server\= actinic100\Catalog Web Site]

m LConzole ‘Window Help 1= x|
BEd 0D |
J'Action'View Hx“g._“-uw-.;g ‘
[:l Congole Root Mame | Path | Status
El[:l Intemet Information Server @cgi-hin ClnetpubwwarootsCataloghegibin
=& * actinic100 (7 acatalog
[# Default FTP Site [Stopped) ) andysite
[+ Catalog FTP Site
[ Andy 154 FTP Site [Stopped)
I:I--;Q Default ‘web Site [Stopped)
[y Administration web Site
-y Portalnt
- Actinic Host
= Explore
Open
[ andysite Browss
E- Andyllsd o
(- Lee's Host? S
(- Andy's Host F
auze
(- Host Dasmi
-4 Reginas Hew »
-5 Default SMT - Tk 2
-3 Microsaft Transactic Mew windows fram here
Delete
Refresh
v Scope Pane
Description Bar
I |
|Properties on an object i
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Next, select the Home Directory tab:

Catalog Web 5ite Properties

Sike

Catalo

m 2l ot

g EORMEEETE:
LT
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Catalog Web Site Properties |

Documents I Directary Security I HTTF Headers I Custom Errors |
Wwieh Site I Operators I Performance I IS4F] Filters Home Directaory

"When connecting to this resource, the content zhould come from:

&+ 4, directom located on this computer

" 4 share located on another computer
A redirection to a URL

Local Path: ||:Z"5|ﬂEtFlu|:l"5WWWTDDt"x|:ata|Dg Browse... |

&cces: Permiszions  Content Control Content Control

v Bead ¥ Log access [ Index thiz directany

v wirite [T Directory browsing allowed [~ FrontPage ‘Web

— &pplication Settings
i amne: ID efault Application Femaove |
Starting Paint; <Catalog ‘Web Sitex e |
[ Bun in zeparate memaony space [izolated process]
Permizsions; [l Ead |
¥ Mone

" Script
" Execute [including script]

] % I Cancel Sl Help

The Access Permissions should be set to:

Read, Write

The Content Control to:

Log Access

In the Application Settings the Permissions should be set to:
None
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4 Cgi-bin IIS Permissions
In the IIS MMC in the web site select the cgi-bin directory and right click and select
Properties:

T{h Microzoft Management Console - [iis.msc:3 - Console Root\nternet Information Server\* actinic100\Catalog Web SiteAcoi-bin] =]

I Consale 'Windaw Help o = |
2 e Sl
e
J'Action'View Hx“@|>wu|$@.§®
[:l Console Root Mame | Path | Status
B2 Intemet I.nf.ormation Server E 2d000001.prm
=) - actinic100 (3] 22000001 pm
Eetfalult I;TTI;SSnte [Stopped] E S1000007.pm
alang e 3] 20000001,
42 Andy 154 FTP Site (Stopped) % el
- Default web Site (Stopped) 9 bbDDUUmlpI
E'!-é Administration Web Site E DDDDD'IlDI
I:I--é Partalnk Cfa A
-y Actinic Host E 000001 prn
¢ Catalog Weh Site % 000001 pl
&® @] ngooooo.pl
; Explare hoooo pl
-0 andy Open 000001 pl
- AndyllS4 Browse 00007.pl
-4 Lee's Ho
o ndysH  Mew
(-8 HostDae  Lash
- Reginaz|  New window from here
[+-55a Default £ Delete
- Microsoft Tranza —
Rename
Refrezh
v Scope Pane
Dezcription Bar
<| oom
|\Properties on an object | v
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The following permissions should be set:

cgi-bin Properties !

Wirtual Directary | Dn:n::umentsl Directany SEn::urit_l,II HTTF Headersl Custam Errn:nrsl

YWhen connecting ta thiz resource, the content should come from;

% 4 directom located on this computer

™ A share located on another computer
i~ & redirection to a URL

Local Path: IE:'\Inetpul:u'xwwwn:unt'\Eatalug'\cgi-bin Browse... |

Accesz Permizsions  Content Control Content Control

¥ Bead ¥ Log access [T Index this directomny

[ wiite [ Directon browsing allowed

—&pplication Settings
M ame: IDQi'biﬂ Remove |
Starting Paint: <Catalag ‘Web Site> foai-bin el e, I
" Fun in separate memony space [izolated process)]
Permiszions: rlzad |
" Mone
0 Srip

¢ Execute [including script]

k. I Cancel Smmly Help

The Access Permissions should be set to:

Read

The Content Control to:

Log Access

In the Application Settings the Permissions should be set to:
Execute (including script)
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